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Exun 3a peacupane npu unyudenmu ¢ KOMRIOMbPHAMA CUZYPHOCH

Anpuicku nau Bropauk 2020: Microsoft mausa 4 zero-day
ySI3BUMOCTH

14 anpun 2020 .

Maiikpocodt mybnukyBa 113 maua B romsiMa akTyanu3anus. Toil mycHa cBouTe
aKTyaJ W3alMyd 3a CUTypHOCT B ampwickust Patch Broprmk 2020 u TOBa ca mhHpBHUTE
aKTyaJHM3ally Ha MavyoBe, MyCHATH 110 BpeMe Ha epaTa ,,padoTa OT BKBIIU" .

Ot Tsx 15 ca orieHeHH KaTo KpUTUYHH, a 93 - kato BaykHU. Haii-BaXXHOTO €, e YeTUpH
OT YA3BHUMOCTUTC CC CKCILJIOATUpAT AKTHUBHO, JBC OT TAX npeanm ToBa 6$IX21 Hy6JII/I‘-IHO
OTIOBECTEHH.

OO0mo akTyanu3anuara BKJIOYBa madoBe 3a Microsoft Windows, Microsoft Edge
(6azupanu Ha EdgeHTML u 6a3upanu Ha Chromium Bepcun), ChakraCore, Internet Explorer,
Microsoft Office u Microsoft Office ycnyru u ye6 npunoxenusi, Windows Defender, Visual
Studio, Microsoft Dynamics u Microsoft Apps 3a Android u Mac.

Maiikpocodt otOens3Ba  44-mpolEHTOBO TOAWIIHO YBEJIWYEHHWE HAa Opos Ha
ySI3BUMOCTHUTE B Tiepuosa siHyapu 1o anpui, criopes Trend Micro's Zero Day Initiative (ZDI)
- BEpOSITEH pe3ysiTaT OT HapacTBalll Opoil H3CiIeAOBaTEIN B CUTYPHOCTTA, KOUTO THPCAT
TPelIKd M paslIupsBamo ce mopTdoino Ha moaabpxkaHute npomayktu. IIpe3 mapt Patch
Tuesday cwappxa 115 akrtyanusanuu; mnpe3 ¢eBpyapu Microsoft maua 99 Obra; a mpes
sHyapu Toi ce cmpass ¢ 50 HenmoctaTbka. Te BapupaT OT pa3kpuBaHe Ha MHpOpMaLUsi U
eCKaJlallisl Ha TPUBUJIETHH J0 OTAalieueHo m3mbiHeHre Ha koj (Remote Code Execution) u
cross-site scripting Ha pasnuunu caiirose (XSS).

[Torpebutenure TpsaOBa Ja MHCTAIMPAT TE3U aKTyaJIM3alMU 32 CUTYPHOCT BB3MOXKHO
Hail-0bp30, 32 Aa 3ammTAT Windows OT pHCKOBE B CUTYpPHOCTTA.

Zero-day ysi3BUMOCTH, Na4HaTH npe3 anpua 2020

e CVE-2020-0935 - OneDrive for Windows Elevation of Privilege Vulnerability
e CVE-2020-1020 - Adobe Font Manager Library Remote Code Execution

Vulnerability

e CVE-2020-0938 - Adobe Font Manager Library Remote Code Execution
Vulnerability

e CVE-2020-1020- Adobe Font Manager Library Remote Code Execution
Vulnerability


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0935
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1020
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0938
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1020
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AKTyaJu3anmMuTe 3a CHTYPHOCT, MycHATH npe3 anpua 2020 r.

HO-I[OJIy € JaACH HObJIHUAT CHHUCBK C IMAaYHATU YA3BUMOCTH U Hy6HI/IKyBaHI/I
npenopbku B aktyanu3anuute Ha Patch Tuesday ot ampun 2020 1. 3a goCThI 10 MTBIHOTO
OIMMMCAHUC Ha BCAKa YA3BUMOCT U CUCTCMHUTC, BbPXY KOHUTO BJIMUAAT, MOKCTC Ja BUIAUTC
OBJIHUS COUCHK TYK.

| Tag | CVEID | CVE Title | Severity |
Android  ||[CVE-2020- (Microsoft YourPhone Application for Android Important
App 0943 Authentication Bypass Vulnerability P
ADDS CVE-2020- |IMicrosoft RMS Sharing App for Mac Elevation of Important
PP 1019 Privilege Vulnerability P
Microsoft |[CVE-2020- |IMicrosoft Dynamics 365 (On-Premise) Cross Site Important
Dynamics {1050 Scripting Vulnerability P
Microsoft ||CVE-2020- |IMicrosoft Dynamics Business Central/NAV Information Important
Dynamics {1018 Disclosure P
Microsoft |[CVE-2020- [IMicrosoft Dynamics 365 (On-Premise) Cross Site Important
Dynamics {1049 Scripting Vulnerability P
Microsoft |[CVE-2020- [IDynamics Business Central Remote Code Execution Critical
Dynamics {1022 Vulnerability
Microsoft
Graphics gg\ggﬁ Windows GDI Information Disclosure Vulnerability Important
Component|——
glr';rﬁ?g:t CVE-2020- (|Adobe Font Manager Library Remote Code Execution Important
P 0938 Vulnerability P
Component
glr'grﬁ?gf CVE-2020- |[Microsoft Graphics Remote Code Execution Critical
P 0687 Vulnerability
Component
IC\;/Irlgr(r)]?((:):t CVE-2020- (IMicrosoft Graphics Component Information Disclosure Imoortant
P 0987 Vulnerability P
Component
IC\;/Irlgr(r)]?((:):t CVE-2020- (Windows Graphics Component Elevation of Privilege Important
P 1004 Vulnerability P
Component
glr'grﬁ?gt CVE-2020- (IMicrosoft Graphics Component Information Disclosure Important
p 1005 Vulnerability P
Component
Microsoft ||CVE-2020- |Win32k Elevation of Privilege Vulnerability Important|



https://www.bleepingcomputer.com/microsoft-patch-tuesday-reports/April-2020.html
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0943
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0943
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1019
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1019
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1050
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1050
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1018
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1018
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1049
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1049
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1022
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1022
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0952
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0952
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0938
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0938
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0687
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0687
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0987
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0987
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1004
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1004
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1005
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1005
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0958
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Graphics (0958

Component

Mlcrogoft CVE-2020- |(IMicrosoft Graphics Components Remote Code .

Graphics ) T Critical
0907 Execution Vulnerability

Component

Mlcro§oft CVE-2020- (IMicrosoft Graphics Component Information Disclosure

Graphics - Important
0982 Vulnerability

Component

Microsoft

Graphics &)\Qf‘ﬂ GDI+ Remote Code Execution Vulnerability Important

Component|— —

M|cro§oft CVE-2020- (|[Adobe Font Manager Library Remote Code Execution

Graphics - Important
1020 Vulnerability

Component

Microsoft

Graphics %& DirectX Elevation of Privilege Vulnerability Important

Component|——

Microsoft

JET CVE-2020- |(Jet Database Engine Remote Code Execution Important

Database (0995 Vulnerability P

Engine

Microsoft

JET CVE-2020- (Jet Database Engine Remote Code Execution Important

Database {0999 Vulnerability P

Engine

Microsoft

JET CVE-2020- |(Jet Database Engine Remote Code Execution Important

Database (0988 Vulnerability P

Engine

Microsoft

JET CVE-2020- |(Jet Database Engine Remote Code Execution Important

Database (0992 Vulnerability P

Engine

Microsoft

JET CVE-2020- |Jet Database Engine Remote Code Execution Important

Database |0994 Vulnerability P

Engine

Microsoft CVE-2020- |Jet Database Engine Remote Code Execution

JET - Important
0953 Vulnerability

Database



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0958
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0907
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0907
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0982
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0982
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0964
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0964
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1020
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1020
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0784
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0784
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0995
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0995
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0999
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0999
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0988
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0988
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0992
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0992
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0994
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0994
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0953
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0953
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[Engine | | |
Microsoft
JET CVE-2020- (Jet Database Engine Remote Code Execution Important
Database {0889 Vulnerability P
Engine
Microsoft
JET CVE-2020- |Jet Database Engine Remote Code Execution Important
Database {0959 Vulnerability P
Engine
Microsoft
JET CVE-2020- |(Jet Database Engine Remote Code Execution Important
Database  [0960 Vulnerability P
Engine
Microsoft
JET CVE-2020- |(Jet Database Engine Remote Code Execution Important
Database {1008 Vulnerability P
Engine
Microsoft |CVE-2020- , . -
Office 0979 Microsoft Excel Remote Code Execution Vulnerability (Important
Microsoft |CVE-2020- . . -
Office 0980 Microsoft Word Remote Code Execution Vulnerability (Important
Microsoft |CVE-2020- |[Microsoft (MAU) Office Elevation of Privilege Important
Office  [0984 Vulnerability P
Microsoft |CVE-2020- , . . -
Office 0760 Microsoft Office Remote Code Execution Vulnerability (Important
Microsoft |CVE-2020- . . . -
Office 0991 Microsoft Office Remote Code Execution Vulnerability (Important
Microsoft |[CVE-2020- |[Microsoft Office Access Connectivity Engine Remote Important
Office  ||0961 Code Execution Vulnerability P
Microsoft |CVE-2020- |[Microsoft SharePoint Remote Code Execution Critical
Office 0931 Vulnerability
Microsoft |CVE-2020- . . -
Office 0906 Microsoft Excel Remote Code Execution Vulnerability (Important
Microsoft |[CVE-2020- [|OneDrive for Windows Elevation of Privilege Important
Office  [0935 Vulnerability P
Microsoft
Office CVE-2020- Microsoft Office SharePoint XSS Vulnerability Critical

.. 10927
SharePoint
\Microsoft HCVE-ZOZO- HMicrosoft Office SharePoint XSS Vulnerability Hlmportant|
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0889
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0889
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0959
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0959
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0960
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0960
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1008
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1008
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0979
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0979
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0980
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0980
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0984
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0984
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0760
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0760
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0991
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0991
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0961
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0961
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0931
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0906
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0906
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0935
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0935
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0927
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0927
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
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Office
SharePoint

0923

Microsoft
Office
SharePoint

CVE-2020-
0925

Microsoft Office SharePoint XSS Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0924

Microsoft Office SharePoint XSS Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0932

Microsoft SharePoint Remote Code Execution
Vulnerability

Critical

Microsoft
Office
SharePoint

CVE-2020-
0930

Microsoft Office SharePoint XSS Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0933

Microsoft Office SharePoint XSS Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0920

Microsoft SharePoint Remote Code Execution
Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0929

Microsoft SharePoint Remote Code Execution
Vulnerability

Critical

Microsoft
Office
SharePoint

CVE-2020-
0971

Microsoft SharePoint Remote Code Execution
Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0975

Microsoft SharePoint Spoofing Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0978

Microsoft Office SharePoint XSS Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0977

Microsoft SharePoint Spoofing Vulnerability

Important

Microsoft
Office
SharePoint

CVE-2020-
0976

Microsoft SharePoint Spoofing Vulnerability

Important

\M icrosoft HCVE-2020-

IMicrosoft SharePoint Remote Code Execution

HCriticaI |



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0925
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0925
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0924
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0924
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0932
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0932
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0930
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0930
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0933
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0933
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0920
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0920
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0929
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0929
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0971
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0971
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0975
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0975
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0978
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0978
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0977
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0977
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0976
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0976
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0974
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Office 0974 Vulnerability

SharePoint

Microsoft

Office CVE-2020- Microsoft Office SharePoint XSS Vulnerability Important
. 10973

SharePoint

Microsoft

Office CVE-2020- Microsoft SharePoint Spoofing Vulnerability Important
. 0972

SharePoint

Microsoft

Office CVE-2020- Microsoft Office SharePoint XSS Vulnerability Moderate
. 10954

SharePoint

Microsoft

Office CVE-2020- Microsoft Office SharePoint XSS Vulnerability Important
.. 10926

SharePoint

Microsoft

Scripting ggggﬁ Scripting Engine Memory Corruption Vulnerability Moderate

Engine —

Microsoft

Scripting (%Qé& VBScript Remote Code Execution Vulnerability Low

Engine —

I\/Ilgro_soft CVE-2020- |Windows VBScript Engine Remote Code Execution

Scripting - Low

' 0895 Vulnerability

Engine

I\/Ilgro_soft CVE-2020- |Chakra Scripting Engine Memory Corruption .

Scripting o Critical

' 0969 Vulnerability

Engine

Microsoft

Scripting gg;%ﬂ Scripting Engine Memory Corruption Vulnerability Critical

Engine -

Microsoft

Scripting %ﬂ VBScript Remote Code Execution Vulnerability Moderate

Engine -

Microsoft |[CVE-2020- ||[Connected User Experiences and Telemetry Service Important

Windows {0942 Elevation of Privilege Vulnerability P

Microsoft |[CVE-2020- |[Microsoft Windows Codecs Library Remote Code Critical

Windows ||0965 Execution Vulnerability

Microsoft |[CVE-2020- ||[Windows Push Notification Service Elevation of Important

Windows {0940 Privilege Vulnerability P

Microsoft ||CVE-2020- |Windows Elevation of Privilege Vulnerability Important|
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0974
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0973
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0973
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0972
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0972
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0954
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0926
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0926
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0968
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0968
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0966
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0966
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0895
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0895
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0969
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0969
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0970
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0970
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0967
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0967
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0942
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0942
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0965
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0965
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0940
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0940
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0934
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\Windows ||0934

Microsoft |[CVE-2020- ||[Connected User Experiences and Telemetry Service Important
Windows ||1029 Elevation of Privilege Vulnerability P
Microsoft | CVE-2020- . . . -
Windows 11011 Windows Elevation of Privilege Vulnerability Important
Microsoft |[CVE-2020- |[Windows Work Folder Service Elevation of Privilege Important
Windows |[1094 Vulnerability P
Microsoft |CVE-2020- |[Windows Push Notification Service Information Important
Windows ||1016 Disclosure Vulnerability P
Microsoft | CVE-2020- . . . -
Windows 0794 Windows Denial of Service Vulnerability Important
Microsoft |[CVE-2020- [|[Windows Push Notification Service Elevation of Important
Windows ||1017 Privilege Vulnerability P
Microsoft |[CVE-2020- ||[Connected User Experiences and Telemetry Service Important
Windows |[0944 Elevation of Privilege Vulnerability P
Microsoft | CVE-2020- |[Windows Push Notification Service Elevation of Important
Windows ||1006 Privilege Vulnerability P
Microsoft |CVE-2020- . . . -
Windows 1009 Windows Elevation of Privilege Vulnerability Important
Microsoft | CVE-2020- . . -
Windows 0981 Windows Token Security Feature Bypass Vulnerability |(Important
Microsoft | CVE-2020- |[Windows Push Notification Service Elevation of Important
Windows ||1001 Privilege Vulnerability P
Microsoft
Windows CVE-2020- Windows DNS Denial of Service Vulnerability Important
0993
DNS
Open . . .
CVE-2020- (IMSR JavaScript Cryptography Library Security Feature
Source o Important
1026 Bypass Vulnerability
Software
Remote . :
CVE-2020- |[Microsoft Remote Desktop App for Mac Elevation of
Desktop L . Important
i 0919 Privilege Vulnerability
Client
Visual CVE-2020- (Microsoft Visual Studio Elevation of Privilege Important
Studio 0899 Vulnerability P
Visual CVE-2020- |[Visual Studio Extension Installer Service Elevation of Important
Studio 0900 Privilege Vulnerability P
Windows ||CVE-2020- . . . -
Defender 11002 Microsoft Defender Elevation of Privilege Vulnerability ([Important



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0934
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1029
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1029
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1011
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1011
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1094
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1094
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1016
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1016
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0794
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0794
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1017
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1017
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0944
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0944
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1006
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1006
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1009
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1009
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0981
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0981
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1001
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1001
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0993
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0993
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1026
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1026
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0919
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0919
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0899
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0899
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0900
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0900
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1002
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1002
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Exun 3a peacupane npu unyudenmu ¢ KOMRIOMbPHAMA CUZYPHOCH

Windows |CVE-2020- (Windows Defender Antimalware Platform Hard Link Important
Defender {0835 Elevation of Privilege Vulnerability P
Windows ||CVE-2020- . . - -

Hyper-V 0918 Windows Hyper-V Elevation of Privilege Vulnerability |[Important
Windows |[CVE-2020- (Windows Hyper-V Remote Code Execution Critical
Hyper-V 0910 Vulnerability

Windows ||CVE-2020- . : - -

Hyper-V (0917 Windows Hyper-V Elevation of Privilege Vulnerability |[Important
Windows ||CVE-2020- . . . .

Kernel 0699 Win32k Information Disclosure Vulnerability Important
Windows ||CVE-2020- . . . -

Kernel 1027 Windows Kernel Elevation of Privilege Vulnerability  |[Important
Windows ||CVE-2020- . . . -

Kernel 1003 Windows Kernel Elevation of Privilege Vulnerability  |Important
Windows |[CVE-2020- (Windows Kernel Information Disclosure in CPU Important
Kernel 0955 Memory Access P
Windows ||CVE-2020- . . L -

Kernel 1015 Windows Elevation of Privilege Vulnerability Important
Windows ||CVE-2020- . . . -

Kernel 1000 Windows Kernel Elevation of Privilege Vulnerability  |Important
Windows | CVE-2020- Windows Kernel Information Disclosure Vulnerability |[Important
Kernel 1007

Windows ||CVE-2020- . . L -

Kernel 0957 Win32k Elevation of Privilege Vulnerability Important
Windows | CVE-2020- (Windows Scheduled Task Elevation of Privilege Important
Kernel  ||0936 Vulnerability P
Windows ||CVE-2020- . . - -

Kernel 0956 Win32k Elevation of Privilege Vulnerability Important
Windows ||CVE-2020- . . . -

Kernel 0962 Win32k Information Disclosure Vulnerability Important
Windows - |CVE-2020- Windows Kernel Information Disclosure Vulnerability |Important
Kernel 0821

Windows ||CVE-2020- . . L .

Kernel 0913 Windows Kernel Elevation of Privilege Vulnerability  |[Important
Windows |CVE-2020- (. . L -

Kernel 0888 DirectX Elevation of Privilege Vulnerability Important
Windows ||CVE-2020- . : . . .
Media 0948 Media Foundation Memory Corruption Vulnerability Critical



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0835
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0835
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0918
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0918
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0910
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0910
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0917
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0917
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0699
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0699
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1027
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1027
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1003
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1003
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0955
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0955
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1015
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1015
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1000
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1000
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1007
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1007
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0957
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0957
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0936
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0936
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0956
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0956
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0962
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0962
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0821
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0821
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0913
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0913
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0888
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0888
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0948
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0948
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Exun 3a peacupane npu unyudenmu ¢ KOMRIOMbPHAMA CUZYPHOCH

Windows ||CVE-2020- . : : . -

Media 0937 Media Foundation Information Disclosure Vulnerability |[Important

Windows ||CVE-2020- . . . - ..

Media 0949 Media Foundation Memory Corruption Vulnerability Critical

Windows ||CVE-2020- . . . . -

Media 0939 Media Foundation Information Disclosure Vulnerability ([Important

Windows ||CVE-2020- . . . - .

Media 0950 Media Foundation Memory Corruption Vulnerability Critical

Windows ||CVE-2020- . . ) . -

Media 0946 Media Foundation Information Disclosure Vulnerability ([Important

Windows ||CVE-2020- . . . . -

Media 0947 Media Foundation Information Disclosure Vulnerability ([Important

Windows ||CVE-2020- . : : . -

Media 0945 Media Foundation Information Disclosure Vulnerability |[Important

Windows CVE-2020- (Windows Update Stack Elevation of Privilege

Update - Important
0996 Vulnerability

Stack

Windows CVE-2020- [IMicrosoft Windows Update Client Elevation of

Update - o Important
1014 Privilege Vulnerability

Stack

Windows

Update CVE-2020- Windows Elevation of Privilege Vulnerability Important
0983

Stack

Windows CVE-2020- (Windows Update Stack Elevation of Privilege

Update Inerabili Important

Stack 0985 Vulnerability

3a noBeve uH(pOpMALIUA:

https://threatpost.com/april-patch-tuesday-microsoft-active-exploit/154794/

https://thehackernews.com/2020/04/windows-patch-update.html

https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2020-patch-tuesday-

fixes-3-zero-days-15-critical-flaws/
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0937
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0937
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0949
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0949
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0939
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0939
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0950
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0950
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0946
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0947
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0947
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0945
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0996
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0996
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1014
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1014
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0983
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0983
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0985
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0985
https://threatpost.com/april-patch-tuesday-microsoft-active-exploit/154794/
https://thehackernews.com/2020/04/windows-patch-update.html
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2020-patch-tuesday-fixes-3-zero-days-15-critical-flaws/
https://www.bleepingcomputer.com/news/microsoft/microsoft-april-2020-patch-tuesday-fixes-3-zero-days-15-critical-flaws/
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Exun 3a peacupane npu uuuudenmu 68 KOMRIOMBPHAMA CUZYPHOCH

Adobe momnpass Baxxuu HegoctaTbiy B ColdFusion, After Effects u
Digital Edition

14 anpun 2020 .

Adobe nmycHa nayoe Ha ys3BuUMocTH B cBoute npuiokeHust ColdFusion, After Effects
u Digital Editions. Ako ObaaT ekcrioaTHpaHH, HEJOCTATHLUTE MOTAT Ja 1afaT Bb3MOXKHOCT
Ha HamajgaTeluTe Ja WUMaT JOCTBII 10 YyBCTBUTEIHM JaHHM, J1a IIOJydaT ECKaJTMpaHH
MPUBUJIETUN M J]a CTApPTHUPAT aTak 3a OTKa3 OT yciyra. Beska ot rpemkute Oerre oreHeHa
KaTo Ba)kKHA Bb3 OCHOBA Ha Kiacanuure Ha CVSS.

Karo 1suto memocrtarsimre Ha Adobe, xouto ca mompaBenu B Patch Tuesday, ca
CBBbpP3aHU C MET ysA3BUMOCTU. T03u Opoil € MaimbKk B CpaBHEHHE ¢ MapT, korato Adobe
MONpaBy HEAOCTATHIN, 0OOBBbp3aHU C 41 ySI3BUMOCTH B CBOWUTE MPOIYKTH, 29 OT KOWTO ca
KpuTHYHH 10 TexecT. [Ipe3 ¢eBpyapu Adobe mporpaBu HemocTaThiM, OOBBp3aHU C 42
YSI3BEMOCTH B CBOMTE PEJOBHO IUIAHHPAHU aKTYaIN3alMd, 35 OT KOUTO OfXa KPUTUYHHU IO
TEXKECT.

Tpu oT ysS3BUMOCTHTE, Pa3KpUTH Ta3u ceammuua, Osixa orkputd B ColdFusion,
wiardgopmara 3a 0bp30 paspaborBaHe Ha yed mpwiokenus Ha Adobe. Te3m HemocTarbin
BKJIFOUBAT HEJOCTAThK Ha BamumupaHe Ha Bxoaa (CVE-2020-3767), koiWTo MOKe /a MO3BOJIH
oTKa3 ot yciyra Ha HuBo npunoxenue (DoS), DLL search-order hijacking glitch (CVE-2020-
3768), KOiTO MOXE J1a TO3BOJM €CKajalus Ha NMPUBUICTHUTE W HEMPABWICH KOHTPOJ Ha
noctena (CVE-2020-3796), koero MoXe Ja JOBeIE A0 pa3KpuBaHE Ha CTPYKTypara Ha
cucTeMHHTE (haioBe.

3acermatn ca Axrtyanmm3anus 14 u mo-panHa Bepcus Ha ColdFusion 2016
(moTpebutenuTe ce HachbpyaBar Aa aKTyaJdu3upaT 0 akTyanuzauus 15) u akryanuzanus 8 u
no-panHa Bepcus Ha ColdFusion 2018 (dbukcupana B akryanusanus 9). Te3u HemocTaThiu
MMaT PEUTHHT Ha aKTyalu3alus MO0 MPHOPHUTET 2, KOETO O3HayaBa, Y€ HEJOCTaThIUTE ca
OTKPUTH B TPOAYKT, ,,KOWTO B HMCTOPHUYECKH IUIaH € OWJl ¢ TMOBWINEH PUCK® - HO
,,JIOHACTOSIIIEM HsMa U3BECTHU eKcIutoaTauu’, copen Adobe.

Adobe otcTpanu W HemocTaTbka 3a paskpuBaHe Ha HHpopmairus B Adobe After
Effects, B HeroBure mudpoBu BuszyanHu edekt, rpaduku 3a IBYKCHHE U MPHIOKEHHE 32
kommo3zupane 3a Windows. Ysa3sumoctra ¢ CVE-2020-3809. To3u HenocTaThk MO3BOJIsIBA HA
OTJAJICUCHU AaTaKyBallld Jla pa3KpuBaT dYyBCTBHTEITHA WHQPOpPMAIUS 3a 3acCETHATUTE
uHctanauun Ha Adobe After Effects. 3a na ce m3momnsBa Tasu ysS3BUMOCT € HEOOXOAMMO
B3aMMOJICHCTBUE C TIOTPEOUTENS, KAaTO MUIIICHATA TPSAOBA J1a TIOCETH 3JI0HAMEpPEeHA CTPAHMIIA
WIN Ja OTBOPHU 3JI0HAMepeH (aii.

11


https://vulmon.com/vulnerabilitydetails?qid=CVE-2020-3767
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-3768
https://cve.mitre.org/cgi-bin/cvename.cgi?name=2020-3768
https://vulmon.com/vulnerabilitydetails?qid=CVE-2020-3796

<% OFRT B8

Exun 3a peazupane npu unyuoenmu ¢ KOMRIOMbPHAMA CULYPHOCH

3acernatu ca After Effects Bepcun 17.0.1 u mo-crapu; mompaBka € HaJM4HA BbB
Bepcuu 17.0.6 32 Windows n macOS.

Jpyr vepocTaThk, paskput B Adobe Digital Editions, e meroBara mporpama 3a uetcHe
Ha €JIEKTPOHHU KHHUTH, KOATO MOXeE Ja J1aZie Bb3MOXHOCT 3a pa3KpHBaHe Ha HMH(OpMaIus.
Taszu ys3Bumoct (CVE-2020-3798) mpoustuda oT HOMepamusTa Ha (aitioBe (XOCT WIH
JOKaJgHa Mpexka). 3acernatu ca Bepcuu Ha Digital Editions 4.5.11.187212 u no-HOBU BepcuH
3a Windows; motpeburtenure ce HachpyaBar Ja akTyaiau3upar o Bepcus 4.5.11.187303.

3a nmoBeue uHpopmanus:

https://threatpost.com/adobe-fixes-important-flaws-in-coldfusion-after-effects-and-
digital-editions/154780/
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https://threatpost.com/adobe-fixes-important-flaws-in-coldfusion-after-effects-and-digital-editions/154780/
https://threatpost.com/adobe-fixes-important-flaws-in-coldfusion-after-effects-and-digital-editions/154780/
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