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Exun 3a peacupane npu unyuoenmu ¢ KOMRIOMbBPHAMA CUZYPHOCH

JAupekTuBaTa 3a MUC uMa nosiokurtesieH epeKT, BbIIPEeKH Ye
Npoy4YBaHe OTKPHMBA NPONYCKHU B MHBECTULIUUTE B KHGEPCUTYPHOCTTA

Hoso mpoyuBane Ha ENISA, n3cnenBamo pa3xoaute 3a KHOSPCUTYPHOCT, TJIACH, Y€
82% oT omeparopuTe Ha OCHOBHM YCIYT'H M JOCTaBUMIIMTE HA HU(POBH YCIYTH YCTaHOBSBAT,
ye aupektuBara 3a MUC uma nonoxuteneHn edext. [Iponmycku B mHBecTULIMUTE 0Oaye Bce
oie cbiuectByBat. Korato ce cpaBHsaBaT opranusanuu oT EC ¢ te3u ot CheAMHEHUTE LIaTH,
JAHHUTE T1oKa3Bar, ue opranuzauuure ot EC otmensar cpeagno 41% mno-manko 3a
KHOEPCHUTYPHOCT, OTKOJIKOTO TEXHUTE aMEPUKAHCKHU KOJICTH.

11 nexemBpu 2020 1.

Arennuara Ha EBpomneiickus cwro3 3a kubepcurypHoct (ENISA) myOnukyBa HOB
JOKJIa]] 32 pa3xoauTe 3a HH(GOpMAIMOHHA CUTYPHOCT 32 MPEKOBU M HH(OPMALMOHHH yCIyTH
cermacio  NIS  JlupektuBata, TBHPBOTO  OOLIOEBPONMEHCKO  3aKOHOJATEICTBO 32
kubepcuryproct. JokmaasT NIS Investments ce ocHoBaBa Ha mpoyuBaHe cpen 251

opraHu3anu Ha omneparopu Ha ocHoBHM yciyru (OES) u mocraBunim Ha UGPOBH YCIyTrd
(DSP) ot ®pannus, 'epmanus, Utanus, Ucnanus u [lonma. Ocemaecer U 1Ba MpoLeHTa OT
aHkeTHpaHuTe cbhoOmaBar, ue JlupekruBata 3a MUC uma mnonoxuteneH e(ekT BbpPXY
TSIXHATa HH(POPMAIIMOHHA CUTYPHOCT.

Ipuiaarane na qupexkrusara 3a MUC

JoknansT npaBa wuHpopManuss 3a mpersiena Ha EBpomelickata KomHcHS —Ha
HupexktuBara 3a MUC Ha 16 nekemBpH, 4YETHpU TOAMHM CJEJ BIM3aHETO B CHJIA Ha
JUPEKTUBATA U ABE F'OJMHU CJIE]l TPAHCIIOHUPAHETO B HALIMOHAIHOTO 3aKOHOJATENICTBO.

IIpenn3BukaTencTBata ocTaBaT M Ciel MPWIAraHeTO Ha JWPEKTUBATa - JIMICaTa Ha
SICHOTa Ha o4akBaHusATa Ha Jlupextuata 32 MUC cien TpaHCIIOHUPAHETO B HALIMOHAIHOTO
3aKOHOJATENCTBO Oemie yecto cpemad Bbopoc. lloBewe or 35% oOT aHKeTUpaHUTE
OpraHu3aIMyi CMITaT, 4e odakBaHusTa Ha J{upekruBata 3a MUC ca nescuu. JlBageceT u aBa
MIPOLICHTA OT AHKETUPAHUTE IIOCOYBAT OTPAHMYEHATa MOJKpENa OT HALMOHAJIHWUTE BIIACTU
KaTo €IHO OT OCHOBHUTE CH IIPEAN3BUKATEIICTBA IIPH NIPUIIATaHETO M.

HNuBectnnun B kudepcurypuocrra: EC cpemy CALLL


https://www.enisa.europa.eu/publications/nis-investments/
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Korato ce cpaBusBar opranmszauuu oT EC ¢ opranmsanuu ot ChbeIUHEHUTE IIATH,
MpOyYBaHETO MOKa3Ba, ue opranuzauuute or EC otmenst cpenHo ¢ 41% mno-manko 3a
WH(POPMAIIMOHHA CUTYPHOCT, OTKOJIKOTO TEXHUTE AMEPHUKAHCKH KOJICTH.

Cp3pana oy e Bamata opraHusanus (WM IUIAaHUpA JIM) CHELMalHA Iporpama MM
MpOeKT (1) 3a npuiarane Ha {upexkrtusara 3a MUC?

10% (25)  0.4% (1)

Mo, but we leveraged the NI3 No, no dedicated program and
Directive as guidance and best we do not plan to implement
practices for our security program MIS Directive
8% (20)

We plan to establish a program
or some projects to implement
the NIS Directive but we have
not started yet

58.6% (147)

Yes, we have established
and completed a
dedicated program

or some projects to
implement the NIS
Directive

Yes, we have
established a program
which is in progress to

implement the NIS

n=251
Q: Has your organization established (or planned) a dedicated
program or projects to implement the MIS Directive?

KakBu ca ouakBaHWUTE WIETH, NPUUYMHEHH OT TMOCIACAHUA(TE) HHIMACHT(M) 3a
CUTYPHOCT, IPETHPIISH OT Ballara opraHu3anus’?

More than 5 ME 0% (0)
1-5ME 0% (0)
0 KE-1ME [l 1.6% (4)
seo-750ke D > o (22
250 - 500 ke I G50 (G4)
100-250 k¢ [ 10.2% (27)
Less than 100 K€ [ 6.4% (16)
Mot experienced major security inciden! [ 41,4% [104)
Don't know [l 1.6% (4)
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OCHOBHM KOHCTATAIIMM OTHOCHO mpujaaraHero Ha JlupexkrtuBara 3a MUC B
IOKJaaa 3a naBectuaunte B MUC

Cpennuar OOJDKET 3a INMPOEKTH 3a M3MbJIHEHHWEe Ha naupektuBata 3a MUC e
npubnusurento 175 000 eBpo, kato 42,7% oOT 3acerHaTuTe OpraHu3anuu oTaenar Mmexay 100
000 u 250 000 eBpo. Ha manko no-manko ot 50% OT aHKETUpaHWUTE OpPraHU3aLUM CE Hajara
Jla HaeMarT JOIIBJIHUTEIHH €KCIIEPTH 110 BBIPOCUTE HA CUTYPHOCTTA.

AHKETHpaHUTE OpraHu3allid [JaBaT NPHUOPUTET HA CJIEIHUTE JOMEHHHU 3a
CUT'YPHOCT: YIIPaBJIEHUE, PUCK, CbOTBETCTBUE U MPEKOBA CUTYPHOCT.

ITpu npunaranero Ha Jupextusata 3a MUC 64% oT aHKeTHpaHWTE OpraHu3aLun
ca JIOCTaBWIM pelIeHHs 3a ChOMpaHe Ha WHIMIACHTH W CHOUTHS, KAKTO M YCIyTH 3a
OCBEIOMEHOCT U 00y4€HHE 10 CUT'YPHOCT.

»Hescau ouakBanus“ (35%) u ,,OrpaHnyeHa MoAKpena OT HAI[MOHATHHS OpraH™
(22%) ca cpen OCHOBHHMTE NpPEAM3BHKATENCTBA, MPEJ KOUTO Ca HM3IPABCHU AaHKCTUPAHHUTE
OpraHu3aluu 1npu npuiarasero Ha Jlupexrusara 3a MUC.

81% ot AHKCTUPAHUTC OpraHu3anuu Ca Cb3AaJIM MEXaHHU3bM 3a JOKJIIAIBAHC Ha
UHIOUICHTHU 110 CUTYPHOCTTA HA I/IH(I)OpMaLII/ISITa Ha CBOMTC HAlITMOHAJIHU BJIACTH.

43% OT aHKeTHpaHUTE OpraHU3alMU ca MPEKUBEIN MHUUICHTH ¢ MH()OpMAIIMOHHA
CUTYPHOCT C Npsiko GuHaHCcOBO Bb3aercTBHe 10 500 000 eBpo, nokarto 15% ca npexxusenu
WHIMJICHTH C HaJ[ TIOJIOBUH MUJIMOH €BPO 3aryoH.

JupextuBara 3a MUC mnpexacrasisBa mbpBOTO OOLIOEBPONEHCKO 3aKOHOAATENICTBO
OTHOCHO KMOEPCUTYPHOCTTA, C I1eJ1 IOCTUraHe Ha BUCOKO OOII0 HUBO HA KHOEPCUTYPHOCT BHB
BcMukM abpkaBu-wieHkn Ha EC. Enun ot Tpute crhnba nHa [lupextuBata 3a MUC e
IpWJIAaraHeTo Ha 3aJb/DKEHMsI 3a YNpaBICHHE Ha PUCKA U JOKIAJBaHE 3a ONEpaTOpPUTE Ha
ocaoBau yciyru (OES) m nmocraBummmre Ha mmppoBu ycmyru (DSP). OES mpemocrass
OCHOBHH YCJIYTH B CTPaTETMYECKU CEKTOPH Ha €HEpreTHKaTa (€JIeKTpoeHeprusi, Hert u ras),
TpaHcnopTa (Bb3AYIIEH, )KEJIe30ITbTEH, BOJCH U IIbTEH), 0aHKOBOTO J€JI0, HHOPACTPYKTYpHUTE
Ha (pMHAHCOBUTE Ma3apH, 3APaBEOINa3BaHETO, CHAOIABAHETO U PA3NPEEICHUETO Ha MUTEHHA
BoJa M nudpoBata UH(PpacTpyKTypa (MHTEpPHET TOUKH 32 OOMEH, 1OCTaBUMIIM Ha YCIIyTH 3a
CUCTEeMa 3a UMEHa Ha JIOMEIHH, peTUCTPU Ha UMEHA Ha JIOMEHHU OT Hail-BUCOKO HUBO). DSP
paboTaAT B OHJAWH cpeda, a MMEHHO OHJAMH ma3apu, OHJAWH THPCAYKH M YCIYTH 3a
W3YUCITUTEITHH 00Jalu.
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3a noBeve uHpOpMAIUA:

https://www.enisa.europa.eu/news/enisa-news/nis-directive-has-positive-effect-though-
study-finds-gaps-in-cybersecurity-investment-exist

Windows 10X uaBa cjiejBamiaTa roguHa: ToBa, KOeTo 3HaeM Jocera

13 nexemBpu 2020 r.

ITpe3 2019 r. Microsoft 06sBu Windows 10X, HoBa Bepcust Ha Windows 3a crbBaeMu
yCTpOMCTBa ¢ IBOEH ekpaH. Microsoft ooema, ue Windows 10X mie 0b11e IpOCT, €IIETaHTeH U
o-0bp3 OT ceramHoTo nokojgeHne Windows.

[TspBoHavamno Windows 10 TpsiOBare na paboTu ¢ yCTpOMCTBa C IBOCH €KpaH, KaTo
Surface Neo, Lenovo ThinkPad X1 Fold u mporotunu na Intel. IlmanoBere oGaue ce
MMPOMEHUXA CJIe/ MaHAEeMHUATa U HOBUAT IIpropuTeT Ha Microsoft e ma Hakapa Windows 10X
na paboTH Ha yCTPOWCTBA C €AMH EKPaH.

Cnopen nanexnnu uztounui, Windows 10X ce oyakBa ia crapTHpa Ha yCTpOWCTBa
C €IMH eKpaH 1pe3 nposerra Ha 2021 roauna.

Cera orncpanrvoHHaTa CUCTEMA € aKTyaJIM3HMpaHa, 3a Ja OTrOBOPH HA HApacCTBAIIUTC
HYXIHW OT I'bBKABOCT HaA XapJAyepa OT HUCHK KJIAaC U BCPOATHO IIC I[e6IOTI/Ipa Ha YCTpOﬁCTBa
OT CpCACH KJ1ac.

IMocaennn noBuuu 3a Windows 10X

OnepannoHHaTa cucTeMa Bee OILE € Ha IIbT Jla cTapTupa npe3 nposerra Ha 2021 r., 3a
Jla a7ie Bb3MOXKHOCT 3a Ch3/l1aBaHE Ha YHUKAIHO M3KHUBSIBAHE HA NEPCOHAIHU KOMIIIOTPU OT
pa3IUYHU IPOU3BOJUTENIN Ha Xapayep.

Hoxnaaute cbmo Taka npexamnoiarar, ye Windows 10X Hsama nma ce A0CTaBs C
npritokeHns Win32 (HaCTOHO MPHUIIOKEHHUE) TOPATH TIPOOJIEMU ChC CHBMECTHMOCTTA.

Husara na ceBMectuMoctT Ha Windows 10X ¢ mpunoxenusra Ha Win32 He ca Owin
nobpu u Microsoft e pemmna ga ce cbepemotoun BbpXxy Windows 10X 6e3 coOcTBeHa
noaApwxKa 3a Win32.


https://www.enisa.europa.eu/news/enisa-news/nis-directive-has-positive-effect-though-study-finds-gaps-in-cybersecurity-investment-exist
https://www.enisa.europa.eu/news/enisa-news/nis-directive-has-positive-effect-though-study-finds-gaps-in-cybersecurity-investment-exist
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ToBa o3HauaBa, 4Ye mMOTPeOMTENHMTE MOraT JAa WU3TEINIAT W HMHCTAJIHPAT CaMo
MIPWIOKEHUATA, NOCTHIHU 4Ype3 Microsoft Store mmu Microsoft Edge (Progressive Web
Apps). Cmsta ce obaue, ue Microsoft paboTu BrpXy IbpBOKJIaCHa yciyra, HapeueHa ,,Cloud
PC*, kosiTO 1€ 1M03BOJIM HA OM3HEC TOTPEOUTEIHNTE JIa MPEHACSAT MO-TOYHO CBOMTE HACTOJIHH
npunoxenus kbM Windows 10X.

Ceuro Taka cu ctpyBa na ce orbenexu, ye Windows 10X HsMa ma Oblae mycHart 3a
O0eTra TeCTBAaHE M HE € HEMIO, KOETO MOXKeTe Ja HMHCTAIMpaTe Ha TEKYIIHs CH Xapiyep.
[Momno6no HAa ChromeOS, Windows 10X 11e ce 1ocTaBsi caMo ¢ HOBU YCTPOWCTBA.

®ynkuun Ha Windows 10X

Windows 10X ce mpeanara ¢ HOBO M3XKHBSIBaHE B MEHIOTO ,,CTapT™ W aTpakTHBEH
Ha0Op OT I[BETHU UKOHHU ,,32 TMIOJAXPaHBAaHE HAa HOBA epa Ha MPOU3BOIUTEITHOCT .

Craprt MeHI0

I [JIOCKHTEe, MOHOXPOMHH HWKOHH H3TJICKIAT CTPAXOTHO B KOHTCKCTAa HA IBETHU
IUIOYKH, HO ThH KaTO BCE MOBEYE CTHJIOBE HA MKOHHU HABJIM3aT B €KOCHCTEMATA, TO3U IOIXO.
Tpsi0Ba 1a ce pa3BuBa‘“, chodIaBat ot Microsoft.

LenTnp 3a peiicrBue (Action Center)

Windows 10X ce mpeanara ¢ HOB ILIEHTBp 3a JeiCTBHE, KOMTO TOCTaBsl IOBEYE
aKIeHTH BBpXy Obp3uTe aeuicTBusa. HoBusT Action Center cbmo ce mpejyiara ¢ HOBH
KOHTPOJIM 3a CUJjIa Ha 3BYyKa, OMIIMU 3a 3aXpaHBaHE U JPYTH.

Axkryaauzannu Ha Windows, 3a 1a cTaHeTe no-0bp3u

Munanara roguda Microsoft 3agsu, ue Windows 10X e Ob1e TEXHUYECKH OTAENIEH
OT KOMIIOHCHTHUTE Ha OIepalliOHHATa CHUCTEMa, KAaTO JpalBepUTE W TPHUIIOKEHUATA I
no3BossiBaT Ha Windows 10X na o6paboTBa akTyanu3alUMUTe MO-A00pe OT TpaaWIIMOHHATA
Bepcus Ha Windows 10.

Cnopen Microsoft, Windows 10X e npoekTupaH aa U3TErJis U Npuiiara akTyaln3anuu
3a mo-Majiko oT 90 cekyHAu, KaTo 3ama3Ba MakeTa 3a aKTyalu3auus B pasziuueH Asi. Cren
KaTo MPUKIIOYAT, JaHHUTE 3a aKTyaJu3alus ce MpeMecTBaT B APYT Ul U CE€ M3IMOJI3BAT 3a
aKTyaJlM3alys Ha CUCTeMara Mo BpeMe Ha peCTapTUPAHETO.

Kak na n3anpoo6sam Windows 10X cera
3a Te3m, kKouto mckar na m3npodsar Windows 10X 3a ycTpoiicTBa ¢ IBOCH €KpaH,

Microsoft mycHa emynatop, koiWTo Moxke na Obae uHctamupan Ha Windows 10 Pro u
Enterprise u3ganue u MOXKETE J1a HAYYUTE IMOBEYE 3a HETO TYK.


https://docs.microsoft.com/en-us/dual-screen/windows/get-dev-tools
https://www.bleepingcomputer.com/news/microsoft/microsoft-reveals-more-windows-10x-details-heres-what-we-know/
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3a noBeuye uHpoOpMAIHUSI:

https://www.bleepingcomputer.com/news/microsoft/windows-10x-is-arriving-
next-year-what-we-know-so-far/



https://www.bleepingcomputer.com/news/microsoft/windows-10x-is-arriving-next-year-what-we-know-so-far/
https://www.bleepingcomputer.com/news/microsoft/windows-10x-is-arriving-next-year-what-we-know-so-far/
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